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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a solution for the security of U2U Relay discovery message.

4
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: UE-to-UE relay discovery message security
6.Y.1
Introduction

This solution addresses Key Issue #1: Security for UE-to-UE Relay discovery.

This solution proposes to reuse existing security mechanisms specified in TS 33.503 [6] to provision E2E discovery security materials and U2U relay discovery security materials to Remote UEs and Relay UEs, with the following extensions:
-
The key management function (5G DDNMF/PKMF) may provision U2U relay discovery security policies to Remote UEs. The security polies specify whether to enable the security protection for an E2E discovery message carried in a U2U relay discovery message.

This solution realizes the security of U2U relay discovery messages by putting the End-to-End (E2E) discovery messages directly into the newly defined U2U relay discovery message. U2U relay discovery message extends the existing discovery message in the following ways.
-
Use an indicator to indicate that a U2U relay discovery message is generated by a Remote UE or a Relay UE.
-
Use an indicator to indicate whether the E2E discovery message carried in the U2U relay discovery message is protected.

-
E2E discovery message is put into the U2U relay discovery message.
6.Y.2
Solution details
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 Figure 6.Y.2-1: UE-to-UE relay discovery message security procedure
0.
The U2U relay discovery key management function (5G DDNMF/PKMF) provisions E2E discovery security materials to the Remote UEs as specified in TS 33.503 [6]. A Remote UE can be the role of Announcing UE, Monitoring UE, Discoverer UE or Discoveree UE. U2U relay discovery policy may be provisioned or preconfigured. This security policy specifies how to handle the E2E discovery message carried in the U2U relay discovery message, that is, to enable or disable the E2E discovery message security.

The U2U relay discovery key management function (5G DDNMF/PKMF) provisions relay discovery security materials to the Remote UEs and Relay UEs as specified in TS 33.503 [6]. A Remote UE or Relay UE can be the role of Announcing UE, Monitoring UE, Discoverer UE or Discoveree UE.
1.
The Remote UE (Announcing UE, Discoverer UE) generates relay discovery message as follows:

-
Generate E2E discovery message to other Remote UEs (Monitoring UE, Discoveree UE) with E2E discovery security materials as specified in clause 6.1.3.2 of TS 33.503 [6]. Based on U2U relay discovery security policy, the E2E discovery message carried in a relay discovery message may not be protected.
-
Generate relay discovery message to Relay UEs with relay discovery security materials as specified in clause 6.1.3.2 of TS 33.503 [6] with following extensions:
-
Message sender indicator that indicates this message is generator by a Remote UE.
-
E2E security indicator that indicates whether the E2E discovery message is protected.
-
E2E discovery message.
2.
The Remote UE sends the generated U2U relay discovery message to Relay UEs.

3.
The Relay UE receives the U2U relay discovery message and knows that the U2U relay discovery message is targeted at it by checking the Message sender indicator, which shows the generator is a Remote UE. 
The Relay UE undoes the received U2U relay discovery message with relay discovery security materials as specified in clause 6.1.3.2 of TS 33.503 [6].

The Relay UE generates a new U2U relay discovery message with relay discovery security materials as specified in clause 6.1.3.2 of TS 33.503 [6] with following extensions:

-
Message sender indicator that indicates this message is generator by a Relay UE.
 -
E2E security indicator that is obtained from the received U2U relay discovery message.
-
E2E discovery message that is obtained from the received U2U relay discovery message.
4.
The Relay UE sends the new generated U2U relay discovery message to Remote UEs.

5.
The Remote UE receives the U2U relay discovery message and knows that the U2U relay discovery message is targeted at it by checking the Message sender indicator, which shows the generator is a Relay UE. The Remote UE will do the following operations:
-
Undo the received U2U relay discovery message with the U2U relay discovery security materials as specified in clause 6.1.3.2 of TS 33.503 [6].
-
If the E2E security indicator shows that the E2E discovery message is protected, undo the E2E discovery message with E2E discovery security materials as specified in clause 6.1.3.2 of TS 33.503 [6]. 
6-7.
If the target Remote UE needs to respond to the U2U relay discovery message, the target Remote UE, the Relay UE, and the source Remote UE perform operations similar to steps 1-5.
6.Y.3
Evaluation

This solution meets all the security requirements of Key Issue #1.
*** END OF CHANGES ***
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